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Key Topics
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Serverless Computing

Function as a Service

AWS Lambda overview

Invocation models and execution environment
Managing Lambda functions

Best practices
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Four Techincal Criteria .
For Serverless

v" No infrastructure provisioning
v’ Automatic scaling
4 Pay for value (actual compute time)

4 Highly available and secure




Serverless Computing Is Not Just Faa$S
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without
in response to managing the
events underlying
infrastructure

Cloud to allow
computing developers to
model execute code

Key points  Function you write

Event driven execution (e.qg. file uploaded to s3)

No infrastructure provisioning

Automatic scaling

Pay per execution

High availability and security




Amazon API
Gateway

AWS Lambda

IAM Role

Amazon
DynamoDB

You write code in

any of the

supported
languages (Python,
Java, Go, node.js ...)

Deploy it to AWS
Lambda

* All loaos and trademarks used in this presentation belona to their respective reagistered combpanies or owners



So far..

Serverless
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Where's AWS Lambda?

%1_“15 === Services Q, lambda X

Search results for 'lambda’

Services

Features (2)

Blogs (853) N
Run Code without Thinking about Servers

Documentation (63,586)




Where's AWS Lambda?

Lambda
Resources for Europe (London)

Dashboard
Lambda function(s) Code storage

Applications

0 O byte

Additional resources (0% of 75 GB)

Code signing configurations
Event source mappings .
Account-level metrics

Layers The charts below show metrics across all your Lambda functions in this AWS Region.
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Custom
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Ways to create new Lambda function

AWS console

Lambda Functions Create function

Create function

Choose one of the following options to create your function.

Author from scratch Use a blueprint

Start with a simple Hello World example. Build a Lambda appll
configuration prese!

Basic information

Function name

Enter a name that describes the purpose of your function

Use only letters, numbers, hyphens, or underscores with no spaces.

Runtime info

Choose the language to use to write your function. Note that the console code editor supports only N|

Node.js 14.x

Upload deployment package,; CLI command and s3 bucket

aws lambda create-function --function-name
EncryptPDF \

--zip-file fileb://lambda_function.zip --handler
lambda_function.lambda_handler \

—-runtime python3.12 -timeout 15 --memory-size
256 \

—role
arn:aws:iam::123456789012:role/LambdaS3Role
—-region us-west-2 \

--logging-config LogFormat=JSON




Lambda function code
Code is preconfigured by the chosen blueprint. You can configure it after you create the function. Learn more [4] about deploying Lambda
functions.

(@ This function contains external libraries.

import json

W

print(’Loading functiecn']

+ event[
+ event[

Wk @AWt

]

Incoming
Request )
Gateway IAM Resource Policy IAM Execution Policy Amazon
o DynamoDB
Check for permission to Check what the function
Triggering event invoke function can do

* All logos and trademarks used in this presentation belong to their respective registered companies or owners.



Incoming

Request
IAM Resource Policy IAM Execution Policy
Check for permission g Check what the
Triggering event to invoke function e T~ function can do
Initphase @ @ -—=-------- Invoke phase @ --------- Shutdown phase

- Initialise dependencies
- Bootstrap the runtime
- Run function’s static code

Invoke the function handler

- Shut down the runtime
Entry point is lambda_handler

- Stop dependencies
- Remove environment

Cold start — New execution environment is required to run the lambda function

Warm start — Lambda service retains the environment instead of destroying it

* All logos and trademarks used in this presentation belong to their respective registered companies or owners.



Understanding invocations models

Synchronous invocation Polling invocation
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* All logos and trademarks used in this presentation belong to their respective registered companies or owners. This Photo by Unknown Author is licensed under CC BY-ND



https://happyengine.tistory.com/180
https://creativecommons.org/licenses/by-nd/3.0/

Configuring Lambda function

Memory Timeout

Max memory = 10GB Max Timeout = 15 mins

Concurrency
Max Concurrency = 1000

Charges proportional to memory and function duration (GB-secs)

Billing based on runtime in Tms increments

Basic settings info

Description - optional

Memory Info
Your function is allocated CPU proportional to the memory configured.

512 $ |mB

Set memory to between 128 MB and 10240 MB

Ephemeral storage Info

You can configure up to 10 GB of ephemeral storage (/tmp) for your function. View pricing E

512 MB

Set ephemeral storage (/tmp) to between 512 MB and 10240 MB
SnapStart Info

Reduce startup time by having Lambda cache a snapshot of your function after the function has initialized.
function code is resilient to snapshot operations, review the SnapStart compatibility considerations E
Supported runtimes: Java 11, Java 17, lava 21.

Timeout

‘1 |rr|ir|‘0 |seu:




Pricing

Allocated memory 512 MB
No. of invocations 20,000 times/month
Execution duration 1sec

@ Free Tier
The Lambda free tier includes 1M free requests per month and 400,000 GB-seconds

¥ Show calculations

Unit conversions

Amount of memory allocated: 512 MB x 0.0005765625 GB in a MB = 0.5 GB
Amount of ephemeral storage allocated: 512 MB x 0.0005765625 GB ina MB = 0.5 GB

Pricing calculations

20,000 requests x 1 ms x 0.001 ms to sec conversion factor = 20.00 total compute (seconds)
0.50 GB x 20.00 seconds = 10.00 total compute (GB-5)

10.00 GB-s - 400000 free tier GB-s = -395,990.00 GB-s

Max (-399990.00 GB-s, 0 ) = 0.00 total billable GB-s

Tiered price for: 0.00 GB-s

Total tier cost = 0.00 USD (monthly compute charges)

20,000 requests - 1000000 free tier requests = -980,000 monthly billable requests

Max (-980000 monthly billable requests, 0 ) = 0.00 total monthly billable requests

0.50 GB - 0.5 GB (no additional charge) = 0.00 GB hillable ephemeral storage per function
Lambda costs - With Free Tier (monthly): 0.00 USD




Code Test Monitor Configuration Aliases Versions

Monitor info View CloudWatch logs [£ H View X-Ray traces [4 H View Lambda Insights [4 H View CodeGuru profiles [4 ‘
Filter metrics by
ions @
QP Alarm recommendations @ ‘ 1h 3h 12h 1d 3d Tw Custom ‘ UTC timezone ¥ H C | v ‘ '

CloudWatch metrics

Lambda sends runtime metrics for your functions to Amazon CloudWatch. The metrics shown are an aggregate view of all function runtime activity. To view metrics for the unqualified or $LATEST resource, choose Filter by. To view metrics for a
specific function version or alias, choose Aliases or Versions, select the alias or version, and then choose Monitor.

Invocations
No unit
1
No data available
Try adjusting the dashboard time range
0.5
o
14:00 14:30 15:00 15:30

@ Invocations

® i  Duration
No unit
1
No data available
Try adjusting the dashboard time range.
0.5
0

16:00 16:30 14:00 14:30 15:00 15:30 16:00

@ Duration minimum @ Duration average @ Duration maximum

®

No unit

1
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@ Errors

Error count and success rate (%)

®

Mo unit
100
Mo data available
Try adjusting the dashboard time range.
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@ Success rate (%)



Environment variables

® Adjust behaviour without updating code
® Stored as key-value pair
® Validate values in your function

® Supports encryption for security

ENVIRONMENT

databaseHost

DEVELOPMENT

lambdadb

Remove

Remove



& {“version”: “v1”}

& { “version” : “SLATEST”}

/v1/resource
e ()
/v2/resource I

* Manage deployments, publish beta version without affecting live
*  Unpublished version is SLATEST (new code)
* Version numbers are never reused

*  Ability to define aliases (e.g. version 1 (alias prod), version 2 (alias test))



Best practices

e Separate business logic

e Write modular functions

e Keep the functions stateless

e Minimise the size of deployment package
¢ Including logging statements

e Use environment variables

e Avoid recursion

e Return response codes (e.g. 200 ok)



Resources

AWS Lambda docs Run Serverless ‘Hello world’
with AWS Lambda

Books

AWS Lambda in Action: Event-driven serverless applications
By Danilo Poccia

Serverless Architectures on AWS: With examples using AWS Lambda
By Peter Sbarski




Thank you!

Any questions?
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